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| ®OH/] OLIEHOYHbBIX CPE/ICTB

KoMIIeKkT TeCTOBBIX 3aJaHuI
Brnox 1. (3natp)
ba3zoBble 3HaHUS TI0 CETEBBIM TEXHOJIOTHSIM M CTaHAApTaM

Kakoii craniapt onucsiBaet texunojoruto Fast Ethernet?

a) IEEE 802.3u

b) IEEE 802.11

c) IEEE 802.3z

d) IEEE 802.1QIIpasunsro: a) IEEE 802.3u

Kakas Macka mojiceTs 4arie Bcero ucrnois3yercs s kinacca C?

a) 255.255.255.0

b) 255.255.0.0

c) 255.0.0.0

d) 255.255.255.255TIpasunbHo: ) 255.255.255.0

UYro takoe MTU?

a) Pazmep MakcumanpHOTO pa3Mepa rnepeaaBaeMoro Kajapa

b) MunnmanbHbIi pasmep Kampa

€) MakpoKOHTpOJIb Nlepesiauy JaHHBIX

d) MunumaneHOe BpeMs yaepkuBanuslIpaBuibpHO: @) Pasmep MakcHMalibHOIO pa3Mepa nepeaaBacMoro Kajapa
Kaxkoii mpoTokon oTBeuaeT 3a pasperienue |P-anpecos B pusnueckne MAC-anpeca?
a) DNS

b) ARP

c) DHCP

d) HTTPIIpaBuisHo: b) ARP

Kakoii MmakcumanbHbiii pazmep kaapa Ethernet (6e3 yuéra npeamOyibr)?
a) 1518 Gaiir

b) 1500 Gaiit

c) 1400 Gaiir

d) 1600 6aitrlIpaBuibHo: a) 1518 GaiiT

Kaxoii ypoBens Mmonenu OS| 3aHuMaeTcst yCTaHOBJIEHHEM CEaHCOB CBSI3U?
a) TpancOopTHBIH

b) Ceancossrii

¢) CereBoid

d) IMpuxnagroiillpaBunsHo: b) Ceancobrii

Kakoit mpotokon ocymecTsisieT oopaTHoe peodpazosanue |P-agpecoB 8 MAC-anpeca?
a) RARP

b) ARP

c) DNS

d) DHCPIIpaBunbuo: a) RARP

Kakast MuHuMansHas JjMHa moJist qanHeix Ethernet-kampa?

a) 46 OaiT

b) 64 Gaiir

c) 1500 Gaiir

d) 512 GaiitlIpaBunbHo: @) 46 GaiiT

Kakoii Tt agpeca UCmosb3yeTcst I PACCUIKU IPYNIOBOMY CIIMCKY MOJTydaTesnen?
a) Broadcast

b) Multicast

¢) Unicast

d) AnycastIIpasuiasro: b) Multicast

Kaxkas xomanzaa LinUX BBIBOAMT TEKYyIHE YCTAHOBICHHBIC MApIIPYThI?

a) ifconfig

b) route

¢) ping

d) netstatIIpasmibHo: b) route

bnoxk 2. (3uaTh, YMeETH)
[IpumeneHne 60a30BbIX 3HAHHUI M BBITIOJIHEHHE MPOCTHIX 3324

Uto nmpoun3oiineT, eciim KOMITBIOTEp HOIYYHT MaKeT C HeMPaBUIBHOW KOHTPOIBHON CyMMOii?
a) [Taker Oyner oTOpomeH

b) Maker Oyxet nepesanpoineH

¢) Komnbrorep npoomkut o6paboTKy nakera

d) Ipowusoiiner noBropHas nepepavallpasmwibno: a) [laker OyaeT oTOpoIIEH

Kako# MuHUMAaITbHBINH HAOOp 000PYAOBaHHS HYKEH [UIsl OpraHu3alun npoctoi cetu Ethernet?
a) Kabens n koMIbIOTEphI

b) Xa6 u koMnbrOTEPEI

¢) KomMmmyTaTop u KOMIbIOTEPEI



d) Mapuipyruzarop u koMmnbroTepbilIpaBiibpHO: C) KoMMyTaTop i KOMIBIOTEPHI
Kakas omepariist BBITIOJHIETCS KOMaH10i "ping" B cucremax Unix?

a) [IpoBepka TOCTYIMHOCTH y37a

b) IIpocMoTp TaGIUIBI MApIIPYTH3ALMH

) 3MeHeHHe HACTPOCK CETeBOro MHTEpdeiica

d) Ipocnymusanue ceteoro tpadukallpasmipho: a) [IpoBepka TOCTYITHOCTH y37a
Kakoii pexxum paboThl KOMMYTAaTOpa YBEJIMYHABACT 3aACPKKY epeaadn JaHHbIX?

a) Store-and-forward

b) Cut-through

c) Fragment-free

d) All three have the same delayllpasunbho: a) Store-and-forward

Urto nmpon30ingT, eciim MapImpyTH3aTop MpUMeET makeT ¢ T 1L paBHBIM HyI0?

a) MapiupyTusaTop nepeajpecyeT nakeT CIeAYIOMEeMy y3iIy

b) Mapmpyrusarop otkmosuT naket u nonuiet coobmenne ICMP Time Exceeded
€) Mapipytu3zatop yMeHbIUT T TL U CHOBa OTIPABHT MaKeT

d) Huuero ne nsmenutcsllpasuisio: b) MapmpyTuzatop OTKIOHAT HakeT U momtet coodmenne ICMP Time Exceeded
Kakas macka moceTy MOAXOIHUT IS JeJICHHs CeTU Kiacca B Ha MakcuManibHOe KOJIMYECTBO MoaceTen?
a) 255.255.255.0

b) 255.255.0.0

c) 255.255.255.255

d) 255.255.255.128T1pasunbHo: d) 255.255.255.128

Uro oznavaet TepmuH "VLAN"?

a) BuptyanbsHast riio0anbHas ceTh

b) BupryasnpHas jgoKanpHas CETh

C) BuyTpenHsist tokanbHas CeTh

d) Buemtnsst nokaspHas cetblIpaBunsHO: b) BupTyansHas gokaibHas CETh

Kakoif mpotokon obecrednBaet 6e30MacHbIil 0OMEH KITF0UaMu TSl MH(pPOBAHUS TaHHBIX ?
a) HTTPS

b) TLS

¢) Kerberos

d) SSHIIpasunsuo: b) TLS

Kakast koMaH/1a mo3BoJIsieT IPOCMOTPETh akTUBHYH0 Tabnuiy ARP B Windows?

a) ipconfig

b) arp -a

c) tracert

d) route printlIpaBunbHo: b) arp -a

Kakas TexHHKa [03BOIISIET Pa3ieluTh CETeBOM TpahuK MEeXIy pa3HbIMH HHTep(deiicamu KoMmyTaropa?
a) Banancuposka Harpysku (Load balancing)

b) Arperuposanue kananos (Link aggregation)

¢) Mukpoteru (Microtagging)

d) Q-in-QIIpasunsHo: b) Arperuposanue kananos (Link aggregation)

Biiox 3. (3nate, YMeTh, Branets)
KomiutekcHOE TIPUMEHEHHE 3HAHUH U BIIAJICHUE METOIaMH PEIICHHS MPAKTHICCKHX 3a1au

Yro takoe “memunutapusoBanHas 30Ha” (DMZ) B ceteBoit nubpactpykType?

@) Y4acToK ceTH, CIeHaIbHO BhIJEICHHBIH U1 OTKPBITOTO JOCTYIIA H3BHE

b) O6nacts a5t XpaHEeHHs IEPCOHATIBHBIX JAHHBIX COTPYIHHUKOB

C) 3anpeTHast 30Ha JJIsL JTF00BIX CETEBBIX B3aMMOJICHCTBUH

d) Cepsep st XxpaHeHust apXuBa JOKyMeHTOBIIpaBUIIbHO: &) YUacTOK CeTH, CIIEUaIbHO BBIICICHHbIH Tt OTKPBITOTO JOCTYIIA
W3BHE

Kakyto 3amgauy pernraer DHCP?

a) ObecrieyeHue OE30MACHOCTH CETEBOTO COCIUHCHHUS

b) Mpenocrasnenne yuukansubix |P-ampecos ycrpoiictBam

¢) Tpancnsaus roylocoBoro Tpagpuka

d) Xpanenne u o6pabotka nanusixIIpasmisHo: b) [Ipenocrasienne yHuKanbHbIX |P-aapecoB ycrpoiicTBam
Kakoi#i Tin ataku npepotspainaet BkioueHue ¢pyakiuua BPDU guard Ha unTepdeiicax kommyTatopa?
a) MAC-¢uyauur

b) Spanning Tree Attack

c) DoS/DDoS

d) MiTM (Man in The Middle)IIpaBunsHo: b) Spanning Tree Attack

Kakas ataka OCHOBaHa Ha MOCBUIKE OIPOMHOTO KOJIMYECTBA MOJIEIbHBIX 3aIIPOCOB K cepBepy?

a) Man-In-The-Middle

b) Ping flood

c) Denial-of-service (DoS)

d) SQL injectionlIpasuisro: ¢) Denial-of-service (DoS)

Yro takoe "VLAN trunking"?

a) TpancimpoBanue Heckobknx VLAN depes eauHbIi KaHAT

b) IMpouecc npeodpazoBaHusi NAKETOB MEKIY PA3THIHBIMH CETSIMU



¢) [Ipouenypa ymenbiienust 00bémMa Tpaduka

d) TexHonorust MoHuTOpHHra cereBoro rpadukallpaBuibho: a) Tpanciuposanne Heckonbkux VLAN depes enuHbli KaHal
Kakoii KOMIIOHEHT MCIIOJIB3YETCS ISl CHU)KEHHMS BIIMSIHUS ITMPOKOBEIIATENBHBIX IITOPMOB B CETH?

a) ACL (Access Control List)

b) Route summarization

c) Loop prevention mechanisms

d) VLAN isolationIIpaBunsno: d) VLAN isolation

Kakast komaHa I03BOJISIET IIOCMOTPETH HCTOPHIO MapIIPYTOB MEX/y HCTOYHHUKOM H IIEJIEBBIM yCTPOHCTBOM?

a) ping

b) tracert/traceroute

c) whois

d) telnetTIpasumbHo: b) tracert/traceroute

Kakoii npoTOKOJI HCHIONB3YETCs ISl HaA€KHOTO YCTAHOBJICHUS 3aIMIIIEHHOT0 KaHajla MEX/y KOHEYHBIMH TT0JIb30BATEISIMU?
a) FTP

b) SFTP

c) IMAP

d) SMTPIIpasunsuo: b) SFTP

Kakas a60peBuaTypa o6o3Hauaet "Spanning Tree Protocol"?

a) STP

b) OSPF

c) RIP

d) BGPIIpasuisHo: a) STP

Uro takoe Next-Hop (creayromuii IpekoK) B KOHTEKCTE MapLIpyTH3aLUU?

a) Crenyromuii y3ei, 9epe3 KOTOPBI MPOXOANT MaKeT Ha MyTH K MyHKTY Ha3HAYCHUS

b) Mapipyruzarop, 0CynieCTBISIONINA OKOHYATENBHYIO JOCTABKY MaKeTa

) CaMmblii OJIM3KHH K KOHEYHOMY TOJTy4aTeli0 MapLIpyTH3aTop

d) [lepBuuHBI MyHKT oTIpaBieHus naketallpaBmiipHo: a) CileTyIOIuid y3ei, yepe3 KOTOPBIil IPOXOJUT MaKeT Ha MyTH K MyHKTY
Ha3HAa4YCHUS

Ketic-3amanue ms 6moka 3 - «[IpoekTrpoBaHue CeTH MPEIIPUATH

[TocranoBka 3amaun:

Cpennee npeanpusitie ¢ 150 cOTpyAHUKaMH XOYET PACIIMPHUTH CBOIO JIOKAIBHYIO CETh, YBEJIIMUUB KOJIMYECTBO paboYuX CTaHIMN
u BBeZst HOBoe nozpazaencHue (IT-ornen). CerogHs ceTh OpraHu30BaHa CIEAYIONIIM 00pa3oM:

0 CyuiecTByloIMe paboune CTAHIIMK HAXOAATCS B TPEX Mopa3AeieHusx ((PMHAHCOBBII OTAEN, MAPKETUHT U TPOJAXKH,
MPOU3BOJICTBO), KaXk/10€ HACUNTHIBAET 0KOJ0 50 pabounx CTaHIUH.

0 Mmeromuecs cepBepsl PacloIokKeHbI B CEPBEPHOI KOMHATE, TOCTYI K KOTOPBIM 00eCIIeYBaeTCs Yepe3 BHyTPEHHUI
HOpTall ¥ IPHIIOKEHHS.

0 Ceifvac aKTHBHO HCIIOJNB3YETCS CETh HA OCHOBE TexHoJoruu Fast Ethernet ¢ TpaguinoHHBIME CBUTYAMH U
MapIIpyTH3aTOPaMH.

0 B HOBOM TOIpa3aeneHun miIaHupyeTcsl pa3MecTUTh 0koJio 30 pabouux cTaHIMH, a TAK)KE BaXKHBIE CHCTEMBI
YNpaBJIEHUs] 1 MOHUTOPUHTA.

3ana4a:CripoeKTUPOBATh PaCUIMPEHHE CYILECTBYOLIeH CeTH, 00eCeYrB:

1. BBICOKYIO IPON3BOIUTENIFHOCTD M MAITYIO 33A€PXKKY IS Iiepesiadu 0onpmmx 00beMoB gaHHbIX (10 1 ['B/c).

2. HageXHOCTh M 0TKa30yCTOWYHMBOCTD (CO3/JaHKE Pe3ePBHBIX IMyTeH Mepeaay TaHHbIX).

3. be3onacHOCTb (M30JISIMSI HOBBIX M CTAPBIX CETMEHTOB CETH JIPYT OT JIpyTa, IPeIOTBPAIIEeHHE YTeUEK JaHHbIX).

4. JIerkocTh MacHUITaAOMPOBAHUS U IIPOCTOTY aIMUHUCTPUPOBAHHUSL.

Bo3moskHBIE pelenus:

1. Tononorus ceru:

0 PexomenyeTcs UCIoMb30BaTh KOMOMHAIIHIO 3BE3/1000pa3HOM M IPEBOBUAHON Tononoruii. [leHTpoM ceT ctaHeT
MOIIHBIA MAarUCTPaTbHBIA KOMMYTATOP (COre Switch), KOTopslil CBSXKET OTAENBHBIE CErMEHTBI CETH.

0 Kaxnplit oten (Bximovast HOBBIN | T-0oT1€e1) momy4yut coGCTBEHHBIM KOMMyTaTOp (2CCess switch), coemunsemslii ¢ core
switch gepes kananer Gigabit Ethernet.

2. MapmpyTu3zanus 1 aipecarus:

0 Cnienyet paszmenmuts ceTh Ha Heckoibko VLAN (Virtual Local Area Networks), 4to0bl ¢pu3nyuecku pa3aeauThb
JierapTaMeHThl U OTPaHUYKTh MX B3aUMHOeE BiusHue. Hanpumep:

o0 Finance_VLAN (¢bunaHcbI)

0 Sales_Mktg_VLAN (mpomaxxi 1 MapKeTHHT)

o Production VLAN (1ipou3B0oJCTBO)

o IT Department VLAN (MUT-otaen)

0 AIIMHHHUCTPATOPHI CMOT'YT yCTaHABJIMBAaTh MHANBUAYAJIbHBIE TIOJIMTHKY Oe3onmacHocTH aist Kaxaoro VLAN.

3. bezonacHoCTS:

0 Paznenenue cetrt Ha VLAN cHIbKaeT puck B3JloMa M HECAHKIIMOHUPOBAHHOT'O 1OCTyNa. J{OMOIHUTEILHO MOXKHO
peaN30BaTh:

0 ACL (Access Control Lists) mist orpaHH4eHHOTO JOCTYIa MEX/Y CeTMEHTaMH.

o Firewall rules mis 3amuTel OT BHEMIHUX YIPO3.

0 Hcnonb3oBanue |IEEE 802.1X mnst ayrenTHdMKaMy oabp30BaTeIeld M OrpaHUYEHHS JOCTYTIA.

4. IToBbllIeHHE IPONU3BOANTENEHOCTH U OTKA30yCTOHYUBOCTH:

0 JI7st MOBBILIEHUSI IPOU3BOIUTEIBHOCTH CETH U CO3aHHs PE3EPBHBIX MyTeH HEO0X0IMMO BKIIIOUNTH:



0 Arperamuto kananos (Link Aggregation), o6beAMHNUB HECKOIBKO HH3HMICCKUX OPTOB B OJMH JOTHICCKHIA KaHAT C
YBEIMUEHHOU MPOITYCKHOM CITOCOOHOCTHIO.

0 Bueapute Redundant Power Supply Units (RPSUS) ais Gecriepe6oitHOro muTaHus CETEBOro 000pyA0BaHHSL.

0 Hcnons3ys npoTokoisl Spanning Tree Protocol (STP)/Rapid Spanning Tree Protocol (RSTP), mpenoTBpaTtuTh HETIH U
YCKOPUTH KOHBEPT€HIIMIO CETH.

5. MacorrabupyeMocTs M IIPOCTOTa aAMHUHUCTPUPOBAHNS:

0 Cospemennsiit Core Switch ¢ noxnepxkoit Gpynkuuii VLAN, arperupoBanus KaHAJIOB H BCTPOCHHBIMH
BO3MOXKHOCTSIMH YIIPaBJICHHS O0JIEIYHUT NaJbHEHIINH POCT CETH.

0 Mcnonp30BaHUE IIEHTPATH30BaHHBIX HHCTPYMEHTOB yrpaBieHus (Hanpumep, NetFlow) ynpoctur HabnroaeHue 3a
COCTOSIHHEM CETH ¥ BBISBIICHUE OTEHIHAIBHBIX IIPOOIICM.

Kputepun oneHuBaHUSI KOHTPOJIBLHOM Pad0ThHI TECTOBBIX 3aJaHMIT

Marepuansl TECTOBBIX 3aJaHUN

Matepuainsl TECTOBBIX 3aJJaHAN CIIEIyeT CTPYIIHPOBATE TI0 TEMaM/pa3ieaM H3yIaeMOoi JUCIUTUINHBI (MOIYIIS) B CIEAYIONIEM
BUJIE:

Tewma (Temsr) / Pa3nen aucurmnHb! (MOLYIs)

TecToBble 3a1aHusI IO JAHHOU TeMme (TemaM)/Pa3eny ¢ ykazaHHeM MpPaBUILHBIX OTBETOB.

Kputepun oneHnBanus (YCTaHABIMBAIOTCS Pa3pabOTIMKOM CaMOCTOSATENHFHO C YI€TOM HCIIOJIB30BaHHS PEUTHHTOBON CHCTEMBI
OIICHKHU YCIICBAEMOCTH 00YJAFOIIUXCH)

IIpumepHbIe KpUTEPUH OLIEHUBAHUS:

- OTHOIIIEHUE MPABUJIHHO BHITIOJHEHHBIX 3a/IaHUi K O0IIeMY UX KOJIHMYECTBY

[[Txana oneHnBaHus (yCTaHABIUBAETCS Pa3pabOTIMKOM CaMOCTOSTENBHO C YIETOM UCIOIb30BaHUS PEUTHHTOBOI CHCTEMBI
OIICHKH YCIIEBAEMOCTH O0YJaFOIIIXCS)

IIpumepHas 1miKana OLCHUBAHMS:

Bbamnsr

. CreneHb yIOBIETBOPEHUS KPUTEPHIM
UL ydeTa B peTHHTe (OIICHKA)

86-100 6ayuioB «OTIUYHO» BeimomHeno 86-100% 3ananHuit
71-85 OanioB «XOpoIo» BeimonHeno 71-85% 3amanwuii
56-70 0anIoB «yJOBIETBO-PUTEIHHOY Bemomnueno 56-70% 3amanuii

0-55 GamnoB «HEYIOBIETBOPUTEIHEHOY Bemomnueno 0-56% 3aganmit




