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®OHJI OHIEHOYHBIX CPEJACTB

TecToBrle 3agaHusg

Bnox 1 (3Hath)

1. Kaxkoii ypoerns mozenu OS| 3anmMaetcs nepenadeii OuToB 1o Gpu3ndeckoi cpezae?
0 &) ®usnvecKkuii ypoBeHb

0 b) KanansHsrii ypoBeHb

0 ¢) CereBoii ypoBEHb

0 d) TpaHCTIOPTHBIH YPOBEHb

IIpaBunbHbLl OTBET: &

2. Yto o3nayaet TepmuH "|IP-ampec"?

0 &) UneHTuduxatop KOMIbIOTEPa B JIOKAJIBHOW CETH

0 b) Yuunkaneusit unentuduKaTop ysia B cetu MHTEpHET

0 ¢) Ha3Banue cereBoro anantepa

0 d) Nmst monp30BaTesst Ha KOMIBIOTEPE

[paBunbHbIH 0TBET: b

3. Kak Ha3bIBaeTCS METOA MEpeJadl JAHHBIX, HCIIOJIB3yEMBIH Opay3epoM IJIsl 3arpy3KH CTPaHUIBI?
0a) SMTP

0 b) HTTP

oc) FTP

0d) POP3

I[TpaBunbHeIi 0TBET: b

4. Kako#i 3 nepeyrcIeHHbIX TPOTOKOIOB OTHOCHUTCSI K TPAHCIIOPTHBIM mpoTokosiam TCP/IP?
0a) HTTP

ob) FTP

oc) TCP

od) DNS

IIpaBunbHbIN OTBET: C

5. Kako#i Tun ataku mpencTaBisieT yrpo3y HaJeKHOCTH CeTEBOTO cepBuca’?
0 a) DoS/DDoS araka

0 b) Phishing

0 ¢) Social engineering

o d) Ransomware

IIpaBunbHbBIN OTBET: &

Brok 2 (3HaTh, yMETH)

6. Kakue 1Ba yTBEpIKICHHUS BEPHBI OTHOCUTEIbHO mpoTokosia UDP?

0 &) 'apanTupyeT 10CTaBKY MaKkeTOB

0 b) Ucnoneayercs B Bugeoctpumunre u VoIP

0 ¢) Paboraer OricTpee, uem TCP

0 d) MimeeT BCTpOEHHYIO MOBTOPHYIO Mepeaauy NOTEPSHHBIX TAKETOB

[paBmibHBIe OTBETHL: b, C

7. Beibepute BepHble yTBepxKAeHHs 0 Moaenu REST:

0 a) Kaxgprit pecypc nmeet yaukansabeiii URI

0 b) Maunsre nepenatorcst uckmountensHo B popmare JSON

0 C) [NognepkuBaeT K3MIMPOBaHNE

0 d) Ucnone3yet ctporo omnpeaenenusiit Habop meroaos (GET, POST, PUT, DELETE)
[paBmiieHBIe OTBETHL: &, C, d

8. YTo M3 MepeyrCIIeHHOTO OTHOCHTCS K BO3MOYHOCTSIM HCTIONb30BaHus TexHonmorud WebSocket?
0 a) Peanuzaius push-ysemomienuii

0 b) JIByxcTOpOHHSIS KOMMYHHKAIHS B PEATbHOM BPEMEHH

0 ¢) OrpanuyeHHast CKOPOCTb Tepeayn JaHHbBIX

0 d) [MocTosiHHOE aKTHBHOE COETUHEHNE MEX Y KITHEHTOM H CEPBEPOM

[paBuibHbBIe OTBETHL: &, b, d

9. Kakyne u3 HIKETIepeYrCICHHBIX METOIOB HCIIOIB3YIOT AJIS 00eceueH s 0€30ITaCHOCTH CETEBBIX MPIIIOKCHUN?
0a) SSL/TLS

0 b) OAuth 2.0

0 ¢) JSON Web Tokens (JWT)

o d) Content Security Policy (CSP)

[paBuibHbBIE OTBETHL: &, b, C, d

10. Yto onmceiBaet npuniun HATEOAS (Hypermedia as the Engine of Application State)?
0 &) Bo3MOXXHOCTb aBTOMaTHYECKOTO ONpEeAeIeHNs aTbHEHINX JeHCTBUI KIIMEHTOM HA OCHOBAHUH HOIy4YeHHON
THIIEPCCHUIKA

0 b) Hanmuue eaunoro gopmara JaHHBIX

0 C) [TonHoLeHHAs HE3aBUCUMOCTh ()POHTEH1a 1 OeKeH1a

0 d) Boicokast CJI0KHOCT U HU3Kasi COBMECTUMOCTh

IIpaBunbHbIl OTBET: @




Bbnoxk 3 (3HaTh, ymeTh, BIaeTh)

11. TTomp30BaTENHN )KATYIOTCS HA HU3KYIO CKOPOCTB 3arpy3KH H300paKeHUH Ha BamieM caite. Kakoi mar nepBbIM IejI0M
cJ1e10BajIo Obl MPEIIPHHATH?

0 &) Bxirounts cxxatue gzip s n300pakeHui

o b) UcnonszoBare CDN (Content Delivery Network)

0 ¢) IlepecMoTpeTh pasMep U pa3pelIeHUe 3arpyKaeMbIX H300paxeHHH

0 d) Bcé BelenepeuncieHHOE

[paBuieHbI oTBET: d

12. Bo Bpems ayaura Ge30macHOCTH ObUIO OOHApYKeHO, uTo Bam caiit noasepxeH CSRF-arake. Kakoe cpenctso
MMOIOMAET JUIS 3aIUTHI?

0 a) YcranoBka TokeHoB CSRF

0 b) SSL/TLS

0 ) PerynspHoe oonoBenue CMS

0 d) AHTHCIIaM QUIBTPHI

IIpaBunbHbLl OTBET: &

13. Bam cepBep noctosiHHO oasepraeTcs DDoS-aTakam. Kakas Mmepa oOecrieunT HaWITyqIITyIo 3aiiuTy?
0 a) [Tokyrnka MOIITHOTO anmnapaTHOro 000PyIOBaHUS

0 b) Yactuunast 61moxupoBka |P-aapecoB 3710yMBIIIIIEHHHKOB

0 C) Ycranoeka crienuaiusuposanHoro [10 (DDoS protection service)

0 d) ITepexox Ha obnauHble cepBUCH ¢ 3ammToi oT DDOS

INpaBuibHbIE OTBETHI: C, d

14. BaM Mopy4eHO CIIPOSKTHPOBATH CHCTEMY YBEAOMIICHHH B peaIbHOM BpEMEHH JIsl BeO-niprmitoxeHus. Kakyio
TEXHOJIOTHIO BBI BEIOEpETE?

0 a) Long polling

0 b) Server-Sent Events (SSE)

0 ¢) WebSocket

o d) Push Notifications

[paBuabHBIE OTBETHL: b, C

15. Banre npuitoxeHre noxy4yaeT Ooblire 00beMbl BXosuiero tpadgurka. Kakue maru yinydmar ero
MPOU3BOUTEIHHOCTD?

0 a) YBenu4eHue yrciia paboynx MOTOKOB

0 b) Ucmonp3oBanune kenmpoBanust Ha CTOPOHE cepBepa

0 C) Pactipenenénnas apxurekrypa ¢ 6alaHCUPOBKON HArpy3Ku

0 d) Beenenue mpeaBapuTeIbHON BEIOOPKH TAHHBIX

[paBunbHbBIe OTBETHL: &, b, C, d

Keiic-3amaua: Ontamuzanus npousBoautensHoctd REST API

Curyauus: Bame REST API Hauasio ucnibIThIBaTh pe3KUi poCT Harpy3ok. KonnuecTBo mosib3oBaTesiell yBeIMUUIOCh, U TEeph
TIOJIb30BATENN YACTO CTATKUBAIOTCS C 3aIepPXKKaMH U omrrnOKkaMu rpu oopamernu kK API.

Bompocs! nns mpopaboTku:

1. Kakue naankarops! npousBonutenbHocTH REST API ciienyer oTciexuBaTh B IEpBYIO o4epe/In?

2. Kakue CcyIecTByOT pacpoCTpaHEHHbBIE CITOCOOBI ONTUMHU3AINH POH3BOgUTEIbHOCTH API?

3. Kak MoxHO cHI3HUTH BpeMs oTkinka AP npu yBenmaennn oobeMa TaHHBIX?

4. Kakue apXUTEKTypHbIEC PElIeHHs IOMOTYT YBEINYHUTh FOPU30HTANIbHOE MaciTabupoBanue API?

Pewenue keiica:

1. MamukaTtopsl nponsBoautensHocTd REST API, koTOpEIe ciienyeT oTcneXuBaTh B IEPBYIO OYEPENb:

0 Bpems otknmka API: cpenree Bpemst 00pabOTKH 3apOCOB.

0 3arpy3zka CPU n RAM: norpebneHne BEIYUCIUTENLHON MOIIIHOCTH U OTIEPATHBHOM IIaMSITH Ha CepBepe.

0 KonnuectBo 3anpocoB B cekynay (RPS): nHreHcHBHOCTD Harpy3ku Ha API.

0 O0beM 0OpabaTbIBaeMbIX ITaHHBIX: 00BEM IEepeaaBaeMbIX JJAHHBIX B €IMHUILY BPEMEHH.

0 Koapdpunment ormmbok (ommbku 4XX 1 5XX): IPOIEHT HEYIATHBIX 3aIIPOCOB K OOIIEMY YHCITY 3alPOCOB.

0 3ar0JIHEHHOCTh OUepe/Iei: YHCIIO 0KUJIAFOIIHX 3aIIPOCOB B OUEPE/IH.

0 MeuieHHBIE 3aMPOChI: WACHTU(DHUKALINS 3aIIPOCOB, 3aHUMAIOINX HAUOOJIbIIIEE BPEMSL.

2. PacripocTpaHeHHBIE CIOCOOBI ONITUMHU3ALMHN IPOU3BOAUTENILHOCTH API:

0 KoiupoBaHue TaHHBIX: XpaHEHHE PE3yIbTATOB Joporocrosinux onepamnuii B kame (Redis, Memcached), ymenbiieHue
KoJIyecTBa oOparieHni Kk 0a3e JaHHbBIX.

0 UnnexkcupoBanue Tabnuil 6a3bl JaHHBIX: YIy4IIEHHE TPOU3BOIUTEILHOCTH 3aPOCOB 32 CYET MH/IEKCOB Ha TOJISX,
4acTO MCHOJIBb3YEMBIX B 3aIpocax.

0 MacutabupoBaHue ropu30HTaNIbHOE (MacTabUpOBaHKe 10 MIHPHUHE): YBEINYCHHE KOJIMIECTBA CEPBEPOB ISt
PaBHOMEPHOTO paclpe/ieJIeHUs] Harpy3KH.

0 CxaTue JaHHBIX: HCIIOIb30BaHUE CXKATHS HA YPOBHE IpoToKoua (gzip, brotli) ais cokpanienns 00bEMa nepeaBaeMbIx
JIAHHBIX.

0 AcuHXpoHHas 00paboTKa 3aIPOCOB: paselicHue TSDKENBIX onepalii Ha GOHOBBIE 3aJa4H, OCBOOOXKJasi OCHOBHYIO
HHTb JJIsL OBICTPBIX OTBETOB KIIMECHTAM.

0 banancupoBKa Harpy3KH: HCIOJIB30BaHUE [eVerse proxy (nginx, HAProxy) asst paBHOMEPHOTO pacrpeaesiCHuUst
3aIPOCOB MKy CEpPBEPaMHU.

0 Ucnonp3oBanue edge caching: pasmenieHne CTaTHYECKUX 00beKTOB Orke K nonb3oBarensim (CDN).

0 OrrumusupoBath SQL-3ampockr: ymeHbiuTs KoauuecTBO JOIN'OB, H30€raTh CI0XKHBIX arperupyrOIInX 3apOCOB.



0 IMapamnensHas 06paboTKa 3aIPOCOB: pacnapaieIMBAaHNUE CIIOKHBIX OIEpalltii, 3amyCK HeCKOIbKIX Worker'os.

3. CriocoObI cHIKEeHMS BpeMeHHU oTkiinka APl mpu yBenmueHnn o0beMa JaHHbBIX:

0 ®parMeHTHPOBaHUE JJaHHBIX: Pa30MBKa OOJIBIINX 0OBEMOB JAHHBIX HAa ()PArMEHTHI MEHBILNX Pa3MEPOB.

0 [larunHamus: BbIja4ya pe3yabTaToOB YacTsIMHU, C TOCTPAHUYHON HABUTAIIUCH.

0 IToTokoBast mepenaya JaHHBIX: TOCTEIIEHHOE MPEI0CTaBICHNE PE3YIIETATOB BMECTO OXKHIaHUS MTOJHOM 00paboTKu
3ampoca.

0 llapauHr Ga3sl JaHHBIX: pacHpeeeHHe JaHHBIX 10 HECKOJIILKUM (PU3MUYECKUM CEpBEpaM Uil YCKOPEHHsI 3alIPOCOB.
0 Lazy loading: oTioxkeHHast 3arpysKa JaHHBIX 110 Mepe HEOOXOANMOCTH.

0 Onrumuzanys 6a3bl JaHHBIX: U3MEHEHUE CXEM XpaHEHHS JaHHbIX, BBEACHHE HHCKCAIIMA 1 HOPMaJIN3alKH.

4. ApXUTEKTypHBIE PEIICHNUs I TOPU30HTAIbHOTO Macurrabuposanus API:

0 MuKpocepBHCHast apXUTEKTypa: BblJeNieHrne (PYHKIIMOHAIBHBIX OJIOKOB B HE3aBUCUMBbIE CEPBHCHI, KaXK/IbIli 13 KOTOPBIX
MacmTabupyercs He3aBUCHMO.

0 Pacnpenenénnsie cuctemsl xpanenus qanubix: NOSQL xpanmmuia (MongoDB, Cassandra), Key-value xpauuuia
(DynamoDB, Redis Cluster).

0 ABTOMaTH4YeCKOE MaclITAONPOBaHUE: aBTOMATHYECKOE YBEIMYCHUE WM YMEHbBIIICHUE KOJIMUECTBA MHCTAHCOB Ha
ocHoBe MeTpHK Harpysku (Amazon Auto Scaling, Kubernetes Horizontal Pod Autoscaler).

0 'eopacnpeiennéHHOCTD: PacloIoKeHNE CEPBEPOB B PErHOHAX, OJIM3KUX K IT0JIb30BATEISIM, COKPAIIEHHE PACCTOSHUS 1
3aIEPXKKH.

0 F'opu3oHTaNBHOE pacUIMpeHne CepBepa MPUIIOKEHHI: HCTIOIb30BaHKE 6aTaHCUPOBIIUKOB HArpy3KH (NGinX, haproxy)
JUTSL pacIIpeIeNICHUs] 3alIPOCOB MEXKTy HECKOIBKUMH dK3eMIusipamu API.

0 Queue-based load leveling: ucmosnp3oBanue ouepeneii (RabbitMQ, Kafka) niist BeipaBHUBaHHS TMKOBBIX HAPY30K
NyTEM HaKOIUICHHS U OTIIOKEHHOI 00pabOTKH 3a1poCcoB.

BriBogsr:

0 lnst ynyumenust npousBoautenbHoctd REST AP cnenyeT cHayana BHUMaTeIbHO COOpaTh METPUKY
MPOU3BOJUTEIHHOCTH, BBIIBUTH Y3KHE MeCTa U MOCIEI0BATEIBHO YCTPAHUTh X C TOMOIIBIO IIPOBEPEHHBIX METOI0B
(x3mmMpoBaHNe, MHAEKCHPOBAHUE, TOPH30HTAIBHOE MAaCIITAOMPOBAHHE).

0 ['opu3oHTaIBHOE MacIITAOUPOBAaHHUE C TIOMOIIBI0 MUKPOCEPBHUCOB U OAJTAHCHPOBKU HATPy3KH 3HAUNUTEILHO MOBBIIIAET
YCTOWYHBOCTH U OBICTPOJECHCTBHE CUCTEMBI.

| Kpurtepnu oneHHBaHMsA KOHTPOJIbLHOH Pa60ThI TECTOBBIX 3aaHMIi

Marepuansl TECTOBBIX 3aJaHUI

Martepuansl TECTOBBIX 3aJJaHUH CIeIyeT CTPYIIIHPOBATE II0 TeMaM/pa3ieiaM H3ydaeMOoi JUCIUTUIMHBI (MOIYIIS) B CIEAYIOIIEM
BUJIE:

Tewma (Temsr) / Pa3men AucuriuHe! (MOTYyIs)

TecToBBbIe 3a1aHU IO JaHHOM Teme (TeMam)/Pa3zieny ¢ ykasaHHeM NpaBHIIBHBIX OTBETOB.

Kputepun oneHuBanus (YCTaHABIMBAIOTCS Pa3pabOTIMKOM CAMOCTOSTEIHFHO C YIETOM HUCIIONB30BAHIS PSHTHHTOBON CHCTEMBI
OIICHKHU YCIICBAEMOCTH 00YJarOIIUXCS)

[IprMepHbIe KPUTEPUH OLICHUBAHHUS

- OTHOIIIEHUE MPABUIIHLHO BHITIOJHEHHBIX 3a/IaHUi K 00IIeMy UX KOJHUUECTBY

[Tkana oneHuBaHMA (YCTaHABIMBACTCS pPa3pabOTIMKOM CAMOCTOSTEIBHO C YYETOM HCIIOB30BAHUS PEUTHHTOBON CHCTEMBI
OIICHKHU YCIICBAEMOCTH 00YJaFOIIUXCH)

IIpumepHas nmikana OLeHUBAHMS:

Bamner

. CreneHp yJOBIETBOPEHUS KPUTEPUIM
JUIsl y4eTa B peiiTuHre (OLeHKa)

86-100 6auIoB «OTINYHOY Brimonneno 86-100% 3ananuii

71-85 0amIoB «XOpOIIOY» Brmonneno 71-85% 3amanuii

56-70 0ayuIOB «yIOBIETBO-pUTENBHOY» | BemmonaeHo 56-70% 3amanuii

0-55 0amnoB «HEyHOBICTBOPUTEIbHO» | Brimomneno 0-56% 3amanuit







